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University of Arizona Information Security and Privacy Addendum 
 

This Information Security and Privacy Addendum (“ISPA”) is between the Arizona Board of Regents on behalf of The 

University of Arizona (“University”) and [VENDOR] (“Vendor”) and is hereby incorporated into the Agreement between the 

parties dated [DATE] (the “Agreement”).  Vendor is providing [description of services] (the “Services”), and by doing so, add 

the following terms and conditions as an addendum.  

 

1. Definitions Capitalized terms used but not defined in 

this ISPA have the same meanings as set out in the 

Agreement. 

Cloud Software means any externally hosted technology 

offering which enables on-demand Network access to a 

shared pool of configurable computing resources. 

EEA means the European Economic Area (including the 

United Kingdom). 

Medical Records means all communications related to a 

patient's physical or mental health or condition that are 

recorded in any form or medium and that are maintained for 

purposes of patient diagnosis or treatment, including medical 

records that are prepared by a health care provider or by other 

providers. 

Network means any University network to which Vendor is 

provided access in connection with the performance of 

Services under the Agreement and/or any Vendor network 

that may access University Data.  

Process or Processing means any operation or set of 

operations which is performed on personal data or on sets of 

personal data, whether or not by automated means, such as 

collection, recording, organization, structuring, storage, 

adaptation or alteration, retrieval, consultation, use, 

disclosure by transmission, dissemination or otherwise 

making available, alignment or combination, restriction, 

erasure or destruction. 

Personal Information means information that identifies, 

relates to, describes, is reasonably capable of being 

associated with, or could reasonably be linked, directly or 

indirectly, with a particular individual, device, or household. 

Security Incident means any accidental, attempted, unlawful, 

or unauthorized destruction, alteration, disclosure, misuse, 

loss, theft, access, copying, modification, disposal, 

compromise, or access to University Data or any act or 

omission that compromises or undermines the physical, 

technical, or administrative safeguards put in place by 

Vendor in Processing University Data or otherwise 

performing the Services.  

System means any desktop or laptop, mobile device, server 

and/or storage device that, (i) is involved in the performance 

of the Services, (ii) may be used to access a Network, or (iii) 

may access or store University Data.  

University Data means any and all data, information, text, 

graphics, works, and other materials that are collected, 

loaded, stored, accessible, transferred through and/or 

accessed by Vendor or provided to Vendor by University. 

This includes University’s Systems and Network and also 

includes, but is not limited to: (1) all of the deliverables, 

reports, or materials from the Services; (2) all University 

information and materials that Vendor develops or acquires 

prior to, or independently of, the Agreement; (3) and any 

Personal Information or Medical Records pertaining to 

University end users, students, staff, patients or any other 

individuals identified in materials provided to or made 

accessible to Vendor by University. University Data is 

Confidential Information. 

2. Restrictions on University Data Use   

a. Vendor represents and warrants that it will only collect, 

access, use, maintain, and Process University Data for the 

sole and exclusive purpose of providing the Services in the 

Agreement, and may not retain, collect, use or disclose the 

University Data for any purpose other than performing the 

Services. Vendor may not share or sell the University Data 

for any reason or disclose the University Data to any third 

party except to provide the Services specified in the 

Agreement. 

b. Upon termination or expiration of the Agreement or 

upon written request from University, whichever comes first, 

Vendor will, and will ensure that its Representatives (as 

defined below), immediately cease all use of and return to 

University or, at the direction of University, destroy all such 

University Data provided under this Agreement. If University 

elects for destruction, Vendor must certify to University that 

such University Data has been destroyed. If Vendor is 

required by law to retain any University Data, Vendor must  

notify University of such requirement and will maintain the 

confidentiality of such University Data and may not use 

University Data for any purpose other than as required by 

law.  

c. Vendor will limit access to University Data to its 

employees, contractors, subcontractors, and/or agents 

(“Representatives”) whose access is necessary to carry out 

the Services and will ensure those Representatives to keep all 

University Data confidential. Vendor will inform all 

Representatives of the confidential nature of University Data 

and all Representatives will be bound by confidentiality 

agreements with similar or greater confidentiality and 

security obligations as Vendor provides to University in the 

Agreement. Suppler agrees to be legally and financially liable 

for any breach of this ISPA, or unauthorized disclosure or 

misuse of University Data by its Representatives. The access 

rights of any Representatives will be removed immediately 

by Vendor upon termination or adjusted when such access is 

no longer necessary. Unless expressly consented to by 

University, Vendor will host and only allow access to 

University Data in the United States.   

d. If Vendor and its Representatives will have access to 

University Data, Systems, or Networks, Vendor must ensure 

that its Representatives have undergone annual privacy and 

security training and adhere to Vendor’s policies and 
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procedures that relate to privacy and security.  

e. If Vendor is contacted by a third party with a request, 

inquiry, or complaint regarding University Data, Vendor will 

promptly (a) and in any event within two (2) calendar days, 

provide University with written notice of such request, 

inquiry or complaint to security@arizona.edu; and (b) 

provide University all reasonable cooperation, assistance, 

information and access to such data in its possession or 

control as is necessary for University to respond to such 

request, inquiry or complaint. Vendor will not respond to 

such request, inquiry or complaint unless so instructed in 

writing by University. 

3. Written Information Security Program 

a. At all times during the term of the Agreement, Vendor 

will implement and maintain a written information security 

program (“WISP”), which must include appropriate 

administrative, technical, physical, and operational 

safeguards to maintain the security, privacy, availability, 

integrity, and confidentiality of University Data in use, in 

motion, and at rest. 

b. Vendor will implement and maintain a formalized risk 

governance plan, policy, and a continuous risk assessment 

process demonstrating Vendor’s ability to identify, quantify, 

prioritize, and mitigate risks. If requested by University, 

Vendor will (and/or cause subcontractors to) certify its 

compliance with the requirements of this ISPA and provide 

written responses to any reasonable questions submitted to 

Vendor by University.  Vendor agrees to conduct and provide 

to University a Data Protection Impact Assessment (“DPIA”) 

or an independent audit report, if reasonably requested by 

University.  

4. Data Privacy and Security  

a. Vendor agrees to implement and maintain 

administrative, technical, physical, and operational 

safeguards in accordance with industry best practices at a 

level sufficient to secure University Data. 

b. Vendor agrees to maintain the following enterprise 

controls for any Networks or Systems that host, Process, or 

provide access to University Data:  

i. Asset and Information Management. Vendor will 

maintain and enforce policies and controls that include, 

without limitation, asset inventory/management, 

encryption (in transit and at rest), storage of data on 

portable hardware, and third party access to and use of 

University Data.  

ii. Human Resources Security. Vendor will maintain and 

enforce a policy that addresses human resources 

security for all Representatives accessing University 

Data. Vendor  will conduct background checks and not 

utilize any individual to fulfill the obligations of this 

Agreement if such individual has been convicted of any 

crime involving dishonesty or false statement 

including, but not limited to fraud and theft, or 

otherwise convicted of any offense for which 

incarceration for a minimum of one (1) year is an 

authorized penalty. Any such individual may not be a 

“Representative” under this Agreement 

iii. Physical Security. All facilities used by or on behalf of 

Vendor to store and process University Data will 

implement and maintain administrative, physical, 

technical, and procedural safeguards in accordance with 

industry best practices at a level sufficient to secure 

University Data from a Security Incident. Such 

measures will be no less protective than those used to 

secure the Vendor’s own data of a similar type, and in 

no event, less than reasonable in view of the type and 

nature of the data involved.  

iv. Data and System Access Controls. Vendor will maintain 

and enforce policies and controls that include, without 

limitation, role based permissions for access to 

University Data (using a principle of minimization), 

restrictions on copying or removing data from an 

authorized network or system, strong password 

protocols (i.e. complexity requirements, mandatory 

changes, restrictions on sharing, etc.), and multi-factor 

authentication or equivalent protections for any remote 

access to Vendor’s network or systems. Vendor will 

trace approved access to ensure proper usage and 

accountability, and the Vendor will make such 

information available to the University for review, upon 

the University’s request and not later than five (5) 

business days after the request is made in writing. 

v. Availability Control. Vendor will take industry-

standard steps to ensure that University Data is 

available when requested by University. Additionally, 

Vendor must take steps to protect against accidental 

destruction or loss of University Data, including, 

without limitation, anti-virus software; firewalls; 

network segmentation; user of content filter/proxies; 

interruption-free power supply; threat detection and 

prevention; regular generation of and testing of back-

ups; hard disk mirroring where required; fire safety 

system; water protection systems where appropriate; 

business continuity and emergency plans; and air-

conditioned server rooms. 

vi. Network Security. Vendor will carry out updates and 

patch management for all systems and devices in a 

timely manner, applying security patches within five 

(5) business days or less based on reported criticality. 

Updates and patch management must be deployed using 

an auditable process that can be reviewed by the 

University upon the University’s request and not later 

than five (5) business days after the request is made in 

writing. An initial report of patch status must be 

provided to the University prior to the effective date of 

the Agreement. Vendor will maintain documented 

operating procedures and technological controls to 

ensure the effective management, operation, and 

security, of Vendor’s Network, including, without 

limitation, an up-to-date Network diagram, wireless 

encryption protocols, and adequate remote access 

protocols. 

vii. Logging and Monitoring. Vendor will comply with 

relevant security best practices for the monitoring and 

logging of its Networks, applications, and Systems. 

Logs will be kept for the duration of the Agreement or 

mailto:security@arizona.edu


 

 

3 

Vendor’s record retention policy, whichever is longer. 

viii. Change Management and Web Applications. Vendor 

will use secure development and coding standards in 

accordance with industry standards. Vendor’s web 

applications must meet OWASP Application Security 

Verification Standards (ASVS). Vendor will perform 

adequate testing prior to releasing updates, 

modifications, or new functionality to software. 

5. Representations and Warranties 

a. Vendor represents and warrants that: (i) it will comply 

with the requirements under applicable privacy and data 

security laws (including, if applicable, the General Data 

Protection Regulation (GDPR), Family Educational Rights 

and Privacy Act (FERPA), Health Insurance Portability and 

Accountability Act of 1996 (HIPAA), the Health Information 

Technology for Economic and Clinical Health Act 

(HITECH), Gramm–Leach–Bliley Act (GLBA aka Financial 

Services Modernization Act of 1999), the Children’s Online 

Privacy Protection Act (COPPA), and/or Payment Card 

Industry Data Security Standard (PCI DSS)), and applicable 

state privacy and security laws; (ii) it will comply with the 

requirements of this ISPA, and (iii) it will perform the 

Services in accordance with industry standards and in a 

professional and workmanlike manner. If the Agreement 

requires or permits Vendor to access, receive, or release any 

student records, then, for purposes of this Agreement only, 

University designates Vendor as a “school official” for 

University under FERPA, as that term is used in FERPA and 

its implementing regulations. 

b. If Vendor is provided access to Medical Records, but 

the applicable information is not subject to HIPAA, Vendor 

represents  and warrants that it will (i) comply with 16 C.F.R, 

Part 318 and (ii) only use or disclose Medical Records as 

permitted or required under the Agreement, or as required by 

law. At all times during the course of the Agreement, Vendor 

will make any Medical Records available to University for 

access, portability, modification, or deletion.  

c. Vendor represents and warrants that all responses to any 

security assessment by University are accurate and truthfully 

represents the security practices of Vendor. Vendor agrees 

that, at the request of University, it will provide sufficient 

evidence of its compliance with obligations set forth in this 

ISPA.  

6. Data Security Incident  

a. Vendor will maintain, update and document an Incident 

Response Plan (“IRP”), and will manage, document, review, 

investigate and resolve all Security Incidents in accordance 

with the IRP.  

b. Vendor agrees to notify University of a Security 

Incident at security@arizona.edu as soon as reasonably 

practicable and without undue delay. Such notice must 

include (i) a description of the incident, including the type of 

incident (e.g., theft, loss, improper disclosure, unauthorized 

access), location of the incident (e.g., laptop, desktop, paper), 

how the incident occurred, the date the incident occurred, and 

the date the incident was discovered; (ii) a description of the 

type of University Data involved (e.g., user data, intellectual 

property, etc.); (iii) a description of the potentially impacted 

individuals; (iv) a description of the actions taken in response 

to the Security Incident (e.g., additional safeguards, 

mitigation, sanctions, policies, and procedures); and (v) all 

other information reasonably requested by University or 

necessary to provide notice to individuals and/or regulators, 

including a forensic report summarizing the findings of a 

forensic investigation. University acknowledges that certain 

information may not be immediately available and can be 

provided on a rolling basis as it is discovered (within 72 hours 

of discovery). 

c. In facilitating the investigation and remediation of a 

Security Incident, Vendor will cooperate fully with 

University. Vendor may not inform any third party of any 

Security Incident without first obtaining the University’s 

written consent, except as may be required by law. Vendor 

agrees to reimburse University for reasonable costs and 

expenses incurred (including legal fees) in responding to, 

remediating, and/or mitigating damages caused by a Security 

Incident or in following up a complaint by an individual or a 

regulator. Vendor will take all necessary and appropriate 

corrective actions, including as may be reasonably instructed 

by University, to remedy or mitigate any Security Incident. 

7. Audit and Testing 

a. Vendor will complete one of the following audits at 

least annually and immediately after any actual or reasonably 

suspected Security Incident: SOC 2 Type II, SOC for 

Cybersecurity, or an accepted Higher Education Cloud 

Vendor Assessment Tool 

(https://library.educause.edu/resources/2020/4/higher-

education-community-vendor-assessment-toolkit). Evidence 

must be provided to the University prior to this Agreement 

and at least annually thereafter. 

b. Prior to this Agreement, and at regular intervals of no 

less than annually and whenever a change is made which may 

impact the confidentiality, integrity, or availability of 

University Data, and in accordance with industry standards 

and best practices, Vendor will, at its expense, perform scans 

for unauthorized applications, services, code and system 

vulnerabilities on the networks and systems used to perform 

services related to this Agreement (“Security Tests”). An 

initial report must be provided to the University prior to this 

Agreement. Vendor will provide the University the reports or 

other documentation resulting from the audits, certifications, 

scans and tests within five (5) business days of Vendor' 

generation or receipt of such results. If any critical finding is 

identified, Vendor agrees to notify the University and 

remediate the critical finding within thirty (30) days. Any 

critical finding not remediated within thirty (30) days must 

be reported to University at security@arizona.edu. All other 

findings must be remediated within ninety (90) days.  At 

University’s request, Vendor will promptly provide written 

attestation that required Security Tests, independent audits, 

and/or a DPIA have been conducted either by a qualified 

Representative or by a third party in the prior twelve months. 

The University may require the Vendor to perform additional 

audits and tests, the results of which will be provided to the 

University within five (5) business days of the Vendor’s 

mailto:security@arizona.edu
https://library.educause.edu/resources/2020/4/higher-education-community-vendor-assessment-toolkit
https://library.educause.edu/resources/2020/4/higher-education-community-vendor-assessment-toolkit
mailto:security@arizona.edu
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receipt of such results. 

c. Vendor agrees to take reasonable steps to assist  

University  in maintaining the accuracy of such University 

Data under the control of Vendor, including synchronizing 

relevant Systems, databases, or applications, as deemed 

necessary by University. The University reserves the right to 

annual, at a minimum, review of: Vendor’s access reports 

related to access to University Data; Vendor’s patch 

management process, schedules, and logs; findings of 

vulnerability scans and/or penetration tests of Vendor 

systems; and Vendor development standards and processes. 

8. International Transfers 

a.   If University provides its written consent for Vendor 

to transfer Personal Information from EEA countries to 

countries outside the EEA, the terms set out in the EU 

Standard Contractual Clauses will apply. The parties will 

work in good faith to populate appendices 1 and 2 of the EU 

Standard Contractual Clauses and attach an executed version 

to this ISPA. Vendor agrees to comply with all obligations 

imposed on a “data importer” set out in such EU Standard 

Contractual Clauses. For countries located within the Asia 

Pacific region, Vendor must obtain University prior written 

consent where Personal Information will be transmitted by 

the Vendor outside the country from which it was originally 

collected.  

9. Insurance 

a. Without limiting any liabilities or any other obligation 

of Vendor, Vendor will purchase and maintain (and cause its 

subcontractors to purchase and maintain), until all of their 

obligations under the ISPA have been discharged or satisfied, 

insurance against claims that may arise from or in connection 

with the Services, as described here: 

https://risk.arizona.edu/sites/default/files/InsuranceRequire

ments5_12_2020.pdf 

b. Vendor’s Technology Professional Liability Errors & 

Omissions policy must include Cyber Risk coverage and 

Computer Security and Privacy Liability coverage with a 

limit of no less than $2,000,000 per occurrence and 

$4,000,000 in the aggregate. This policy will provide for both 

first and third party costs, and name University as an 

additional insured with respect to the provision of Services. 

This policy will include a waiver of subrogation against 

University. 

c. The required insurance coverage set forth above will not 

be construed as a limitation or waiver of any potential 

liability or obligation of Vendor in the Agreement. Failure to 

maintain the insurance coverage identified in this Section will 

constitute a material breach. 

10. Appendices 

a. If Vendor is a Cloud Software provider, then the Cloud 

Software Appendix will apply. 

b. If Vendor is processing credit or debit card transactions 

on behalf of University, the PCI Appendix will apply.  

c. If Vendor is collecting, accessing, acquiring, or 

otherwise Processing Protected Health Information (as 

defined in the Health Insurance Portability and 

Accountability Act of 1996), then the PHI 

Appendix/Business Associate Agreement will apply. 

11. Miscellaneous  

a. Vendor’s obligations under this ISPA will survive the 

termination or expiration of the ISPA and will apply so long 

as Vendor may access or be in possession of University Data, 

Network, or Systems. Any requirements imposed on Vendor 

in this ISPA shall apply to any of Vendor’s subcontractors.    

Following the termination of the Agreement for any reason, 

Vendor agrees to provide transition services for the benefit of 

University, including a month to month extension (not to 

exceed 90 days) for the continued provision of its Services 

and reasonable assistance with the transfer of University 

Data. The parties agree to take such reasonable actions as are 

necessary to amend this ISPA from time to time as is 

necessary for the parties to comply with applicable privacy 

laws. In the event of inconsistency between the Agreement 

and the ISPA, the ISPA will govern.

 
The parties have executed and delivered this ISPA effective as of [Date]. 

The University of Arizona     Vendor 

      

By:       By:        

 

Name:        Name:        

 

Date:        Date:        

 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32010D0087&from=en
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